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2. Acronyms and Definitions

Acronym / Term Meaning

CEO Chief Executive Officer

IO Information Officer

PAIA Promotion of Access to Information Act
POPIA Protection of Personal Information Act

Data Subject Person to whom personal information relates

3. Description of the Company

3.1. SMM Instruments (Pty) Ltd (hereinafter referred to as SMM) is a leading technological

solutions provider in advancing cancer diagnostics.

4. Purpose of the Manual

4.1. This Manual has been prepared in accordance with PAIA and POPIA.
4.2. The purpose of this Manual is to facilitate access to records held by the Company.
4.3. This Manual explains how personal information is processed by the Company.

4.4. The Manual applies to all records held by the Company regardless of format.

5. Scope and Application

5.1. This Manual applies to all business units and operations of the Company.
5.2. This Manual applies to electronic and hard copy records.

5.3. Access to records may be refused where permitted by law.

6. Contact Details of the Information Officer

Name Greg Mons

Designation Chief Executive Officer

Telephone +270115406000

Email gregm@smmafrica.com

Physical Address 1030 16™ Road, Tillbury Business Park, Unit
B7, Randjespark, Midrand, 1682
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7. Information Regulator Contact Details

Physical Address Woodmead North Office Park, 54 Maxwell Drive,
Woodmead, Johannesburg

Telephone 010 023 5200 or 0800 017 160

General Enquiries enquiries@inforegulator.org.za

Complaints PAIAComplaints@inforegulator.org.za

Website https://www.inforegulator.org.za

8. Guide on How to Use PAIA

8.1. The Information Regulator has compiled a Guide in terms of section 10 of PAIA.
8.2. The Guide contains information regarding:

8.2.1. the purpose of PAIA

8.2.2. how to request access to records

8.2.3. assistance available from the Information Regulator

8.2.4. remedies available where requests are refused

9. Records Available Without Formal Request

9.1. The categories of records held by SMM which are available without a person having to
request access by completing Form 2 as per the PAIA regulations (27 August 2021)
https://inforegulator.org.za/paia-forms/. These are records that are available on the
website (as indicated) and a person may download or request telephonically or by

sending an email or a letter.

Category Examples of Records

Corporate Information Company profile, service information and
brochures

Governance Information PAIA Manual and Privacy Notice

Governance and Compliance Information | B-BBEE certificates and accreditations
Code of Conduct and Ethics

Marketing Information Product and service information
Website published information
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10. Information Requiring a Formal PAIA Request

10.1.
10.2.
10.3.
10.4.
10.5.
10.6.
10.7.
10.8.
10.9.

Personnel and employee records

Disciplinary and grievance records

Customer contracts and transaction records

Supplier pricing and commercially sensitive information
Financial records not publicly disclosed

Internal audit reports

Legal opinions and privileged information

Security records, CCTV footage, and system logs

Personal information relating to employees, customers, or third parties

11. Records Available in Terms of Other Legislation

11.1.

11.2.

11.3.

11.4.

11.5.

Where applicable to its operations, SMM also retains records and documents in terms
of the legislation described below.

Unless disclosure is prohibited in terms of legislation, regulations, contractual
agreement or otherwise, records that are required to be made available in terms of
these acts shall be made available for inspection by interested parties in terms of
the requirements and conditions of the specific Act; the below mentioned legislation
and applicable internal policies and procedures, should such interested parties be
entitled to such information.

A person can request access by completing Form 2 as per the PAIA regulations (27
August 2021) (Refer to Form 2 https://inforegulator.org.za/paia-forms/).

It is further recorded that the accessibility of documents and records may be subject
to the grounds of refusal set out in Point 18 of this Manual.

SMM holds information in accordance with the following legislation:

Legislation Purpose Typical Records / Information
Companies Act 71 of | Regulates company Company registration documents,
2008 formation, governance, Memorandum of Incorporation

accountability, and statutory | (MOI), share registers, director

compliance. records, annual returns,
shareholder resolutions, statutory
registers.
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Legislation

Purpose

Typical Records / Information

Basic Conditions of
Employment Act 75
of 1997

Regulates minimum
conditions of employment
and employment standards.

Employment contracts, attendance
registers, leave records, payroll
records, working hours records,
remuneration records.

Labour Relations Act
66 of 1995

Regulates labour relations,
disciplinary processes, and
dispute resolution.

Disciplinary records, grievance
records, CCMA documentation,
collective agreements, union
correspondence.

Employment Equity
Act 55 of 1998

Promotes equal opportunity
and fair treatment in
employment.

Employment Equity Plans, EEA
reports, demographic statistics,
affirmative action records, barrier
analysis reports.

Occupational Health
and Safety Act 85 of
1993

Regulates workplace health
and safety obligations.

Risk assessments, incident reports,
medical surveillance records, safety
training records, inspection
records, appointment letters.

Compensation for
Occupational Injuries
and Diseases Act 130
of 1993

Provides compensation for
workplace injuries and
occupational diseases.

Compensation claims, incident
reports, return of earnings
submissions, medical reports,
injury-on-duty records.

Skills Development
Act 97 of 1998

Promotes workforce training
and skills development.

Workplace Skills Plans (WSPs),
Annual Training Reports (ATRs),
training registers, SETA
submissions, competency records.

Income Tax Act 58 of
1962

Regulates taxation
obligations and tax
administration.

Tax returns, payroll tax records,
IRP5 certificates, PAYE records,
financial statements, SARS
correspondence.

Value-Added Tax Act
89 of 1991

Regulates value-added tax
administration and
compliance.

VAT invoices, VAT returns, tax
invoices, supporting financial
documentation, SARS submissions.

Unemployment
Insurance Act 63 of
2001

Regulates unemployment
insurance contributions and
benefits.

UIF declarations, contribution
records, employee registration
records, payroll records, UI-19
forms.

Electronic
Communications and
Transactions Act 25
of 2002

Recognises electronic
records, communications,
and transactions.

Electronic contracts, electronic
approvals, email communications,
system logs, digital signatures,
audit trails.

Consumer Protection
Act 68 of 2008

Protects consumer rights
and regulates fair business
practices.

Customer complaints, refund
records, warranties, customer
agreements, marketing
communications, product
information.

Protection of
Personal Information
Act 4 of 2013

Regulates the lawful
processing and protection of
personal information.

Privacy notices, consent records,
data subject requests, operator
agreements, processing records,
breach notifications, CCTV footage

Promotion of Access
to Information Act, 2
of 2000 (PAIA)

Regulates access to records
held by private and public
bodies.

PAIA Manual, access requests,
refusal records, request registers.
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12. Description of the Subjects on which the body holds Records and Categories of
Records Held on Each Subject

12.1. The subjects in respect of which SMM holds records and the categories of records held

on each subject is depicted in the Table below and a person can request access by

completing Form 2 as per the PAIA regulations (27 August 2021) ( Refer Form 2

https://inforegulator.org.za/paia-forms/).

Subjects on which the
body holds records

Categories of records

Strategic Documents,
Plans, Proposals

Annual Reports, Strategic Plan, Annual Performance Plan.

Human Resources

HR policies and procedures
Advertised posts
Employees records

Compliance

Policies and Procedures

Minutes of Director Meetings

Register of Board of Directors

Personal information impact assessment where
available/conducted.

Marketing

Marketing Strategy

List of Customers and Prospects
Customer agreements
Customer files

Customer correspondence
Project/Contract records

Human Resources

HR Policies and Procedures

Employment Contracts

Employee Records (includes personal information)
Payroll Records (Including PAYE)

SARS Records (E.g. IRP 5)

UIF Records

Training and Attendance Registers

Disciplinary and Grievance Records

Independent Contractor Agreements

Finance

Annual Budgets

Variance Reports

Financial Statements

Monthly Management Accounts
VAT Schedules

SARS Tax Clearance

Monthly and Annual Journals
Cash Book
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https://inforegulator.org.za/paia-forms/

body holds records

Subjects on which the Categories of records

- General Ledger

- Debtors
o Invoices
o Receipts
o Statements
o Credit Notes
- Creditors
o Invoices
o Statements
o Credit Notes
o Asset Register

- Financial Reconciliations

- Banking Records and Statements
- Electronic Banking Records

Technology - Information Security Policies
- Record of access to systems

Operations - Rental Agreements

- PoPIA Agreements
- Supplier Agreements

- Non-disclosure Agreements

- Internal Correspondence (Emails/Memos)

CCTV footage - Building CCTV footage

13. Processing of Personal Information

13.1. The Company processes personal information for lawful and operationally necessary

purposes.

13.2. Processing purposes may include:
13.2.1. employment administration
13.2.2. customer relationship management
13.2.3. governance and legal compliance

13.2.4. financial administration

Employment and
performance management

Data Subject Processing Purpose & Information Processed
Lawful Basis & Retention
Period

Employees Processing Purpose: Confidential Correspondence

Email address

Financial & banking details
Identification Number
Location information
Online identifier
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Data Subject

Processing Purpose &
Lawful Basis & Retention
Period

Information Processed

Lawful Basis: To conclude or
perform a contract to which
the data subject is party

Retention Period:
Until tax or other legal
retention period expires

Telephone number

Dependents and spouse details,
marital status

Passport Number, Issue Date and
Country of Issue

Physical and postal address
Income tax number

Full name and ID number

Special Personal Information: Race
and Gender

Lawful Basis

For the establishment, exercise or
defence of a right or obligation in
law and we have the data subject’s
consent

Prospective

Processing Purpose:

Education history

Employees Recruitment Email address
Employment history
Lawful Basis: We have the Location information
data subject's consent Name, together with other
identifying information
Retention Period: Physical address
Until consent withdrawn Telephone number
Income tax number
Special Personal Information: Race
and Gender
Independent Processing Purpose: Bank Details
Contractors Payrolls Email address

Lawful Basis: To conclude or
perform a contract to which
the data subject is party

Retention Period:
Until tax or other legal
retention period expires

Physical and postal address
Curriculum Vitae

Income tax number
Telephone number

Full name and ID number

Special Personal Information: Race
and Gender

Lawful Basis
We have the data subject’s consent

Service Providers

Processing Purpose:
Vendor Registration

Lawful basis:
To conclude or perform a

Certificate of Incorporation
Directors/owners ID numbers
Official Company Letterhead with
Telephone Numbers and Physical
Address
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Data Subject

Processing Purpose &
Lawful Basis & Retention
Period

Information Processed

contract to which the data
subject is party

Retention Period:
Until tax or other legal
retention period expires

Bank Details

Vat Number

Tax Clearance Certificate (Valid)
B-BBBEE Verification Certificate
Contact person (Buyer) and
(Accounts), email and telephone
number

Shareholders and
Non-Executive

Processing Purpose:
Governance and financial

Confidential Correspondence
Email address

Directors administration Financial & banking details

Identification Number

Lawful basis: Name, together with other

We, the Responsible Party identifying information

must comply with a legal Personal opinions, views or

obligation preferences
Telephone number

Retention Period: Passport Number, Issue Date and

Until tax or other legal Country of Issue

retention period expires Physical address
Income tax number
Curriculum Vitae
Special Personal Information:
Race and Gender
Lawful Basis:
For the establishment, exercise or
defence of a right or obligation in
law and we have the data subject’s
consent

Customers Processing Purpose: Customer name, contact person

Customer sales, service and
support

Lawful basis:

To conclude or perform a
contract to which the data
subject is party

Retention Period:
Until tax or other legal
retention period expires

and contact details

Financial and banking details

VAT number and company
registration number

Tax clearance certificate
Customer's auditor's contact details
Customer trade references with
contact details

Customer Director and Shareholder
details

Physical and postal address
Customer identity number for
travel purposes

Customer Certificate of
Incorporation
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14. Recipients of Personal Information

Recipient

Purpose

Regulatory Authorities

Legal compliance

Financial Institutions

Financing and Payment processing

IT Providers

Hosting and support

Insurers

Medical and benefits administration

Consulting Company’s

Legal and statutory compliance

Travel and Car Rental Agents

Travel arrangements

Government Institutions

Business opportunities

Certification Bodies

ISO Certification

Operator

Payroll processing

Non-profit organisation

Partnership/Shareholding

Registration Bodies

Company registration

15. Security Measures

Security Measure

Description

Access Controls

Role-based access

Encryption

Encryption where appropriate

Backups

Secure backups and recovery procedures

16. Correction of Personal Information

16.1. A data subject may request SMM to correct or delete personal information about
them, if that information is inaccurate, irrelevant, excessive, out of date, incomplete,
misleading, or obtained unlawfully or destroy or delete a record of personal
information about a data subject that SMM have, and where SMM are no longer
authorised to retain such a record.

16.2. On receipt of this request, and after SMM have verified the identity of the data subject,

we will provide the data subject with a record of the data subjects personal

information that SMM have. After evaluation we will then do the following:

16.2.1. correct the information

16.2.2. destroy or delete the information
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16.2.3. provide the data subject, to his or her satisfaction, with credible evidence in
support of the information or

16.2.4. where agreement cannot be reached between SMM and the data subject, and
if the data subject so requests, take such steps as are reasonable in the
circumstances, to attach to the information in such a manner that it will
always be read with the information, an indication that a correction of the

information has been requested but has not been made.

16.3. In the case where the data subject still does not agree with SMM, the data subject
has a right to refer the matter to the Information Regulator, refer Point 6. for the

details of the Information Regulator.

17. Cross Border Information Transfers

17.1. Personal information may be transferred outside South Africa where operationally
required.
17.2. Transfers will only occur where adequate protection exists, or where such transfer is

otherwise permitted in terms of POPIA.

18. Request Procedure

18.1. Requests for access to records must be submitted on the prescribed PAIA request
form.

18.2. Sufficient information must be provided to identify the records.

18.3. Applicable request and access fees may apply.

18.4. Requests will be processed within prescribed PAIA timeframes.

19. Grounds for Refusal

19.1. Access to records may be refused on grounds permitted by PAIA including:
19.1.1. protection of personal information
19.1.2. commercially confidential information
19.1.3. legally privileged information
19.1.4. security and safety concerns

19.2. A private body such as SMM is entitled to refuse a request for information.

19.3. The main grounds for refusing a request for information relate to the:
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19.3.1.

19.3.2.

19.3.3.

mandatory protection of the privacy of a third party who is a natural person

or a deceased person (section 63 of PAIA) or a juristic person, as included in

the POPIA which would involve the unreasonable disclosure of personal

information of that natural or juristic person

mandatory protection of personal information and for disclosure of any

personal information to, in addition to any other legislative, regulatory, or

contractual agreements, comply with the provisions of POPIA.

mandatory protection of the commercial protection of a third party (section

64 of PAIA) if the record contains:

19.3.3.1. trade secrets of the third party

19.3.3.2. financial, commercial, scientific, or technical information which
disclosure could likely cause harm to the financial or commercial
interests of that third party

19.3.3.3. information disclosed in confidence by a third party to the Company
if the disclosure could put that third party at a disadvantage in
negotiations or commercial competition

19.3.3.4. mandatory protection of confidential information of third parties
(section 65 of PAIA) if it is protected in terms of any agreement

19.3.3.5. mandatory protection of the safety of individuals and the protection
of property (section 66 of PAIA) and/or

19.3.3.6. mandatory protection of records which would be regarded as

privileged in legal proceedings (section 67 of PAIA).

19.4. The commercial activities (Section 68 of PAIA) of a private body, such as SMM, which

may include:

19.4.1.
19.4.2.

19.4.3.

19.4.4.

trade secrets of SMM

financial, commercial, scientific, or technical information which disclosure
could likely cause harm to the financial or commercial interests of SMM
information which, if disclosed, could put SMM at a disadvantage in
negotiations or commercial competition

a computer programme which is owned by SMM, and which is protected by
copyright and/or the research information (section 69 of PAIA) of SMM of a
third party, if its disclosure would disclose the identity of SMM, the researcher
or the subject matter of the research and would place the research at a

serious disadvantage.
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19.4.5. Requests for information that are clearly frivolous or vexatious, or which
involve an unreasonable diversion of resources shall be refused.
19.4.6. All requests for information will be assessed on their own merits and in

accordance with the applicable legal principles and legislation.

19.5. If the requested record cannot be found or if the record does not exist, the
Information Officer shall, by way of an affidavit or affirmation, notify the requester
that it is not possible to give access to the requested record. Such a notice will be
regarded as a decision to refuse the request for access to the record concerned for
the purposes of PAIA. If the record is later found, the requester shall be given access
to the record in the manner stipulated by the requester in the prescribed form, unless

the Information Officer refuses access to such record.

19.6. You will be notified in writing on Form 3 as required by PAIA as to whether your
request for information has been approved or denied within 30 (Thirty) calendar days
after receipt of a completed request refer Form 2 https://inforegulator.org.za/paia-

forms/

20. Remedies Available

20.1. A requester may lodge a complaint with the Information Regulator.

20.2. A requester may apply to a court of competent jurisdiction for relief.

21. Fees

21.1. Section 52(3) of PAIA states that fees payable for access to records are to be
prescribed.

21.2. Refer to Form 3 for the fees schedule in respect of private bodies that was published
in the PAIA regulation dated 27 August.

21.3. Applicable fees may include:
21.3.1. request fees
21.3.2. reproduction fees

21.3.3. search and preparation fees

22. Availability of the Manual

22.1. This Manual is available:
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22.1.1. on the Company website: www.smmafrica.com
22.1.2. SMM Offices during normal business hours

22.1.3. from the Information Officer upon request

23. Updating of the Manual

23.1. This Manual will be reviewed and updated periodically.
23.2. The Company reserves the right to amend this Manual at any time.

24. Approval

Approved by:

S

Greg Mons

The Responsible Person / Information Officer

10 July 2026
Date:
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